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In a previous guide we showed you how to change a Windows user from an
Administrator account to a standard user.

This time we show you how to do it manually on a Mac.
Cyber Essentials requires all accounts used for day to day activities to be
standard level accounts. This is to limit the access that a bad actor or malware

would have on your device if it was compromised.

For better protection, standard user should be setup on personal devices as
well as business owned ones.
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HOW TO - STEP BY STEP

Open System Settings.

Q Search

3] Control Centre

m Desktop & Dock

@ Displays General

Manage your overall setup and preferences for Mac, such as software

Screen Saver ; .
updates, device l[anguage, AirDrop and more.

L2 spotiight

Wiall r
PopS About

ﬂ Natifications
€D sound

Focus | Storage
& screen Time

Software Update

AppleCare & Warranty
n Lock Screen

{0 privacy & security AirDrop & Handoff
& Tough ID & Password

= 'J;e:—i& Liroups AutoFill & Passwords

Internet Accounts Date & Time

W Game Center

& iCloud Language & Region

a Wallet & Apple Pay Login Items & Extensions
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We can see here the Jeff Bridges user is an admin.
We will create a separate admin for him to use for admin tasks.

0@ L4 Users & Groups
Q@ Search s Sam K ®
U Control Centre SEEG
(B pesktop & Dock DAGAdmIn @
" Admin
ﬂ Displays
Screen Saver Tﬁﬁ Jeff Bridges @
& Sthgh[ \. J Admin
Wallpaper @ GuestUser @
- O
ﬂ Notifications
Add Group...  Add User...
£B sound
Fecus
) Automatically leg in as
B Screen Time Aut login can't be terned on bes FileWault is enabiled
n Lock Screen MNetwork account server Edit...
U Privacy & Security
& Touch ID & Password 5

Users & Groups

Internet Accounts

% Game Center

Click Add User.

® ] 4 Users & Groups
Q search y Sam K @)
3 =3 Standard
= Control Centre
m Desktop & Dock DAGAdmin @
" Admin
@ Displays
Screen Saver A8 Jeff Bridges @
3 l\_‘) Admin
(2} Spotiight
Wallpaper @ OGuestUser @
- Off

a Motifications
Add Group... Adf
Sound

Focus

: Automatically leg in as
B Screen Time Autoratic lo t b turned on becau
n Lock Screan Matwork account sarver Edit...
0 Privacy & security
@ Touch ID & Password 5

Users & Groups

@ Internet Accounts
W Game Center
B iCloud

E Wallet & Apple Pay
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Change the user type from standard to administrator.

4 Users & Groups

New User

Full Name RS

Account Name
This will be used a5 the name for your
folder

Password

Lt E Add User...

Edit...
Werify

Password Hint
{recommendid

Enter the admin username - localadmin in this case.

< Users & Groups
Mew User Administrator
Full Name localadmin
Account Name
This will be used as the name for your
home folder
Password
Pas

Character | Add User.,.,

X Not have two C

Edit...
Verify
Password Hint 5

5 DIAL
Gy A GEEK



Click on account name and it will auto fill the name.

< Users & Groups

-~

New User Administrator 3

Full Name localadmin

Account Name I
This will bé used as the namie for your
T

Password

Pa

ver and one alphabetic character | Add User..,

Edit...
Verify

Password Hint
[recammended

< Users & Groups

New User Administrator S
Full Name lecaladmin

Account Name localadmin
T will b used as the name for your
Tolder

Password
Fas

Add User..,

¥ Mot have two consecutive or three sequential characters
Edit...

Verify

Password Hint
(recommended

2 Conce

9%
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Re enter the same strong password.

® < Users & Groups
g Sam K (i)
| Mew User Administrator £ =
Full Name: lecaladmin .
ver

Account Name Iocaladmin

18 Password (TITITTITTTY
Add User...
na
Verify I
en Edit...
Password Hint
: ,c;g|
P 7
Jsers & Grod
O,
=
Click here.
< Users & Groups
g Sam K (1)
New User Administrator $ =
Full Mame lecaladmin _
Account Name localadmin
Password [TTTTI T )
Add User..,
i T
Verify
) Edit...
Password Hint
K
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Click Create User.

< Users & Groups

Sam K

Standard
New User Administrater £
Full Name localadmin
Account Name localadmin
This will e used as the name for your
Password sessssssss

Add User...
W EMMET @ pOSSWE i
Verify sesssssnes
Edit...

Password Hint

[recommended)

? Cancel @

Click on the little i next to the user you want to make
into a standard user.

If it is your account you are wanting to make a standard user then you will
need to log into the new admin account you created as you can't change
your own permissions

e0e® < Users & Groups
Q search SamK ®
— Standard
L= Control Centre
B Desktop & Dock DAGAdmMin O :
~ Admin -
ﬂ Displays :
Screen Saver A% Jeff Bridges -y
L&Y spotlight
.- Wallpaper #% localadmin 6] :
é',-v Admin
a Motifications
@ GuestUser @

m Sound - Off
Focus

Add Group... Add User...
& screen Time
n Lock Screen Automatically log in as

= = Autormatic login can't be turned on because FileVault is enabled,
0 privacy & security
f} @& Touch ID & Password Network account server Edit...
M 22 Users & Groups
2

Intarnet Accounts :

W Game Center

B iCloud




Toggle the 'Allow this user to administer the

computer' to off.

< Users & Groups
ﬁ. Sam K
. DAGAdmin

Pt
Password

| Add User.,,
Allow this user to administer this computar

?  Delete User... Cancel

Username Jeff Bridges

Reset...

_ Edit...
—
i
£ Users & Groups
a Sam K
. DAGAdmIn
"T%Ev'g“
g i = a
Username Jeff Bridges
Password Reset...
Add User...

Allow this user to administer this computer

Seq ?  Delete User... Cancel
% Pa Edit...
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Click OK on the prompt and then restart the Mac.

4 Users & Groups

, SamK @

Standard

. DAGAdmiIn @
Admin

AT,

E .
Jeff Bridges

Password You must restart the computer Reset...
for your changes to Jeff

Bridges's administrator settings | Add User...

Allow this ug to take effect.

Username

QK

?  Delete Useram T Cancel OK

_—' it
ps

Congratulations, you’ve done it!

Now that the main user is a standard one, whenever they get a prompt to do an
admin task they will just need to fill in the username and password of the new
admin account that was created.
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We hope you found our guide helpful.

If you need any further help,
get in touch!

help@dialageek.co.uk

www.dialageek.co.uk

?f‘f"f". A

DANIEL LEONARD
Carbometrics
Dial A Geek's dedication is evident in every interaction,

making them not just a service provider but a partner in
our technological growth.
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